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WHAT IS HIPAA?

The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) was enacted by Congress to address the growth
of electronic exchange of information in the health care system with respect to certain financial and administrative transac-
tions carried out by health plans, health care clearing houses and health care providers. HIPAA’s policies and mandates are
implemented by federal regulations mostly directed toward the privacy and security of “protected health information.” These
are known as the Privacy Rule and the Security Rule. The Privacy Rule governs the use and disclosure of protected health
information, while the Security Rule governs the standards of integrity for the protection of electronically stored and transmit-
ted protected health information. Because of their complexity and the administrative overhead associated with compliance, it
is important to determine, as an initial matter, what and/or who is subject to the regulations and standards.

/]\ /Y\ EMPLOYER BULLETIN:
e ) '
>

WHO IS COVERED BY HIPAA?

HIPAA only applies to “covered entities,” which are defined as health plans, health care clearing houses and health care pro-
viders. An employer may be a covered entity if it is a health plan, health care clearing house or health care provider. Gener-
ally, a self-funded employer health plan will be a covered entity, provided that it meets the definition of a “health plan” under
the HIPAA regulations.

Recently, HIPAA was amended and expanded by the Health Information Technology for Economic and Clinical Health Act
(“HITECH”), which was passed as part of the American Recovery and Reinvestment Act of 2009. The HITECH amendments
to HIPAA expanded the scope of coverage of HIPAA standards in many ways, most significantly by bringing “business asso-
ciates” of covered entities within the direct purview of the HIPAA Privacy and Security Rules. Accordingly, it is important to
now identify whether an individual and/or entity is a “business associate” of a covered entity to determine if HIPAA applies
to such an individual or entity.

Finally, the HIPAA regulations have addressed the unique “dual capacity” of an employer as both an employer and a covered
entity. HIPAA’s regulations do not apply to employers in their capacity as employers, but only in their capacity as covered
entities (and now pursuant to HITECH, their potential capacity as business associates as well).

How DO WE COMPLY WITH HIPAA?

The HIPAA privacy rule places limits on the ability of a covered entity to use and disclose protected health information. It
requires that covered entities create policies and procedures governing the use and disclosure of protected health information
which allow for its use and disclosure by and to those who require it to perform “covered functions” but at the same time im-
plementing reasonable safeguards of protected health information to ensure that it is not used or disclosed in violation of the
standards. The approach is flexible enough to account for individual circumstances of each entity, however, entities will be
judged on the “reasonableness” of their policies. There are civil penalties associated with violations of the privacy rule by a
covered entity or its employees and agents. Recently, HITECH expanded the potential penalties, significantly increasing the
maximum potential penalty for HIPAA violations to $1.5 million per calendar year. HITECH also set forth provisions for
enforcement of HIPAA by state attorney generals that include a penalty sharing provision which incentivizes attorney gener-
als to implement enforcement activity. Accordingly, the stakes of compliance with HIPAA have been raised and covered
entities will want to carefully analyze and address their compliance activities.

CONCLUSION

Due to the confusion and uncertainty of HIPAA’s reach and the complexity of the law and its implementing regulations,
sound legal advice is crucial to determining whether HIPAA applies to an individual and/or entity and further, if it does, to
navigating the requirements for compliance. Kotz Sangster has health care law attorneys who are well versed in HIPAA/
HITECH compliance ready to assist with compliance questions.




